Preamble

" # " "$ " H#" W&
!
() %
% .
$ .
$( *
( * % %
' $
% $ $ #+ . %
' %
#+ %
#
- % %
% %#&
$ %
# . #
+ / -
#&
% %
%!
+ % %
% $ 0
1 ' %



Software Security
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Why is security testing different?

From functional testing?

Based on a diagram from Security Innovation
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Comparing security testing with...

Performance testing
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Dependability testing
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Special stakeholders
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Benefits and Risks associated with security testing
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Costs of getting security wrong
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Examples of security not being specified / tested adequately
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Examples of specifying security requirements
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ID | NFR.17
Description !
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User Requirement | UR.1
Primary Attribute | Security.
Measure | "#

Basic Requirement

No trace of the PIN isfound in the ATM, including but
not limited to the internal memory, once the user has
completed their activities'.

I deal Requirement

As above,

Current value

Not applicable.

Technique

Static code analysistools, Memory analysistools

Test Requirement

ATM set up with an in-circuit emulator and memory
analysistools. A bank server ssimulator.

Operational : .
Requirement Monitor any bug or security reports.
Conflicts | None.
Priority | 6 (on range 1-10 for this project).
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! Note: A user may complete their transaction in a number of ways, e.g. by pressing the ‘return card’
menu option, by selecting ‘no’ to ‘do you want another service'. Please see the full functional
specification for the comprehensive list.




Approaches to testing security

When is security testing performed in the SDLC?
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Threat modelling may extend
! ! into later stages of the SDLC

Threat Modelling

Code Reviews

Penetration Testing
Data Mutation
|
Functional Test Techniques :
|

Shipping/Maintenance Phase

Test Phase
Development Phase E
T [}
Design Phase H H H
i i i i i
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Concept Design Test Plans Code Ship
Complete Complete Complete
Security testing techniques through the Software Development Life Cycle (SDLC)
Based on ideas from Microsoft's Security Development Process
Where is security testing performed?
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What special resources are required?
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Costs of security testing
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